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Abstract

Recently, the number of Internet users has increased enormously, this
becoming the main way in which states and non-states actors increase
their economic and diplomatic capacity through strategic and targeted
manipulation with the help of web content that they transmit to citizens.
Brilliant urban areas have a bleeding edge obligation to guarantee a
protected and safe physical and advanced environment advancing durable
and feasible metropolitan improvement for the prosperity of EU residents.
S4AllCities incorporates progressed mechanical and authoritative
arrangements in a market situated brought together Cyber - Physical
Security Management structure, targeting raising the strength of urban
communities’ frameworks, administrations, ICT frameworks, [oT and
cultivating insight and data sharing among city's security partners. A
smart city is made up mainly of information and communication
technologies (ICT) to develop, implement and promote the practice of
sustainable development to address the growing challenges of
urbanization. Mostly, ICT is a smart network of objects and machines that
are connected and transmit data using both wireless technology and the
cloud. loT-based and cloud-based applications receive, analyze, and
manage data in real time to make a good decision about quality of life.
People use Smartphones, mobile devices, cars and smart homes for smart
city ecosystems. Communities can improve energy distribution, streamline
garbage collection, reduce traffic congestion, and even improve IoT air
quality. This paper fills a gap in the literature dealing with attacks on
critical infrastructure in smart cities and presents envisioned pilots for 3
cities in Europe, as well as experiments in follower cities, one of them being
Buzau in Romania.
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1. Introduction

The notion of smart city is considered a massive one, covering the
administration and integrity of the entire configuration with the help of built-in
technology. In this situation, surveillance is performed by cyber security, bringing
together all components of the configuration, including administration, governance,
citizens, healthcare, society, the education system and the environment, using ICT.
[7] Cyber security is often described as digital or ICT technologies, which are used
by a smart city to improve features and services to make costs more efficient and
used resources. [6]

Increased advances in ICT must lead to improved management, operations,
and the environment in several ways. As a result, issues related to advanced smart
cities are becoming increasingly difficult. This is due to the rate of change which is
quite high. This leads to the need for up-to-date technologies and intense web
research to bring about organizational change. To gather personal details about
people, you can use applications and social networks. [27]

In 2013, it was estimated that in 2020, the global market for smart city
solutions will reach $408 billion, according to The Department for Business
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Innovation & Skills of the UK, which means that smart cities will represent
approximately 24% of the global market. In 2020, the real amount reached $410.8
billion and is estimated to grow to $820.7 billion by 2025 in just 5 years. [12, 31]

As common platforms with services and tools are absent, this prevents the
efficient development of the associated ecosystem. A platform has been developed,
Smart Citizen Service, which classifies the market into integrated video surveillance,
in-vehicle cameras, intelligent healthcare, security and threat management, and
intelligent education.

Due to the growth of the urban population, new market opportunities are
generated for those in the industry who want to meet the requirements of the Smart
City market. A major growth factor in the smart city market is the manifestation of
governments' interests for platform providers over independent smart solutions.
Some of the major players in this market use their own platform to provide this type
of service, Smart City services. Some of these platforms are: CitylQ by Current; Cisco
Kinetic by CISCO; OceanConnect by Huawei; Hitachi Vantara by Hitachi; CityNext by
Microsoft; IMPACT IoT platform by Nokia; City Intelligent Platform by Siemens.

Technological developments have increased the complexity of the relationship
between the cyber domain and the physical domain in many application domains,
i.e. manufacturing, healthcare, transport, automobiles, etc. [2]. This complex
interaction requirement leads to efficient integration of the cyber domain and the
physical domain by Cyber-Physical Systems (CPS) [23]. CPS is a deeply connected
communication network in which, as seen in Fig. 1, many embedded computing
devices, smart controllers, physical environments, and humans communicate
systematically with each other [24, 28].

Control Flow

[ Human Interaction | | Human Interaction | I Human Interaction |
Cyber Cyber Cyber
Physical Physical Ko === < Physical
Device Device Device

Cyber Physical System is a network of cyber physical devices that systematically control and
interact with the network of physical, computational components, and human.

Fig. 1. Key features of a CPS
Source: [11]

Usually, by sharing the information and communicating the appropriate
control commands, CPS systems communicate with each other. CPS uses sensors to
collect data from the physical domain and analyze it by controllers to issue the
control commands required to guide/control the physical domain via actuators. The
complex and massive integration with humans of networked computing equipment,
sensors and actuators in CPS plays an important role in the growth of the Internet of
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Things (1oT), in which various cyber and physical (sub)-systems are connected over
the Internet [11, 15]. [oT has revolutionized many application fields, such as smart
traffic control, healthcare, transport networks, industrial automation, smart grids,
autonomous vehicles, and smart homes/buildings due to their ability to manage
such complex interactions (as shown in Fig. 2).
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Fig. 2. Timeline of the technological advancements in different applications
Source: [15]

In relation to its use in the corresponding industries, the scope and
use/opportunities of [oT differ (as shown in Fig. 3). For example, many application
fields, such as multimedia, manufacturing, financial firms, etc.,, used the IoT in
several of their applications in 2017, primarily in protection and surveillance,
resources, and asset management [21] (as shown in Fig. 3).
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Fig. 3. On the left, a heat map shows the opportunities and scope of the IoT for different applications
Source: [21].
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The following challenges are coming with the extensive use of IoT in
industries, especially in safety-critical applications:

1. One of the main challenges is dealing with the enormous amount of data
generated that needs to be stored and processed. An analytical survey by
the "Statista” group for example, indicates that by 2025, almost 75.42 billion
connected devices will be used, producing approximately 180 zettabytes of
measured data [33], as shown in Fig. 3.

2.CPS is vulnerable to multiple security threats due to the dynamic
convergence of the cyber domain (i.e. networked computing devices),
physical domain (i.e. actuators) and humans [18, 25]. Therefore many real-
world security incidents have been documented. Blocking the city water
pipeline [4, 32, 34], hacking the pacemaker [3, 13], anti-lock braking system
[29], wheel speed sensor spoofing in smart cars [20, 30], relay attacks (to
disable lights)[9] and other industrial attacks [1, 19, 22] are some of the
prominent incidents. These incidents allow researchers to answer the
following main research questions:

e How to ensure secure data acquisition from sensors?

e How to ensure the security of the controllers and corresponding control
signals over different CPS layers?

e How to ensure secure inter-layer, intra-layer, and stack communication of
data and control signals?

Researchers have suggested multiple security measures to answer these
research concerns, i.e. online identification of anomalies [16, 35], anonymization
[11], trusted computing (attestation) [10, 26], data and control signal encryption [8]
and verifiable computation. However, the growing number of connected devices and
the corresponding data, and resource constraints, make it very difficult to develop
safety measures, especially in CPS battery-operated devices. Therefore in order to
cope with volatile operating environments over a lifetime, protection measures in
the CPS need to be energy efficient yet adaptive and sustainable. In addition, these
security mechanisms need to be sufficiently intelligent to adjust to the unexpected
attack surface for sustainable stable CPS.

2. Smart city

The goal of this work is to recognize the key trends in scientific literature
characterizing smart urban mobility. "Smart city" is currently the most "in vogue"
term among academics and administrative/governmental representatives from all
over the world that has been discussed and examined. This multidimensional
concept is focused primarily on smart technology structured around a few main
elements: smart mobility, smart environment, smart governance, smart living, and
all that targets the well-being of people. Due to its major effect on the environment
through emissions as well as living by needing intelligent transport systems, this
work focuses on a hot subject: mobility. A significant topic of modern cities is
addressed, namely smart mobility, presenting the key problems and potential
solutions, as well as the stakeholders involved and responsible for their implementation.
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In recent years, the idea of a smart city, especially smart mobility and
intelligent transport systems, has become very common. The authors began
verifying the number of publications available in the Web of Science and Scopus
databases to examine current research trends among publications dealing with
urban smart mobility or the Intelligent Transport System (ITS) (Fig. 4). A study of
the number of publications after 2000 was carried out by the scientists, when the
number of publications surpassed seven in the Scopus database and two in the WoS
database.
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Fig. 4. urban smart mobility or intelligent transport system
Source: [12]

3. PS security

A conventional security framework tests the conduct of adventure contact and
other side-channel constraints. Nevertheless, these procedures do not apply to
cyber-physical systems (CPS) for intricate interdependencies on different layers,
exclusively reservations in physical layers [28, 14]. For example, Table 1 illustrates
some of the real-world cyber-physical systems (CPS) attacks that exploit the
weaknesses at different cyber physical systems (CPS) layers. Subsequently, old-style
definitions for threats and consistent threat models cannot be used to examine and
progress security measures in cyber physical systems (CPS) [17]. Hence, here in the
chapter, we elaborate security exposures in cyber-physical systems (CPS) at
different layers of CPS, particular payloads, and linked threat models.

3.1 Security attacks in CPS

The security attacks in CPS differ from traditional cyber attacks to cyber-
physical attacks that exploit the vulnerabilities at different CPS layers [5, 28, 36].
Characteristically, these vulnerabilities are characterized based on the cyber-
physical systems (CPS) layers. Figure 4 shows different security attacks for CPS with
respect to various cyber-physical systems (CPS) layers.
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Table 1. Examples of the real-world security attacks on different layers of CPS

CPS layer Applications Attacks Description

Sensors/Actuators Smart grids False data injection Interrupt the data
acquisition by feeding false
data to sensors

Network Smart grids Cyber extortion Hack and exploit the CPS
component that can connect
to Internet [37]

Sensors/Actuators Control system False data/Signal Corrupting the sensor data
injection (sensors) or control
commands (actuators) [38,
39]
Network Control system Replay attacks Hack the network to delay
or corrupt control
commands [40]
Network or physical =~ Smart grids Aurora experiment Maliciously interrupt brakes
[41, 42]
Network Smart healthcare False data injection Corrupt the patient record
[43]
Physical Smart healthcare  Unauthorized Remotely send the false
injection commands to insulin
injection pump [43]
Network Smart cars Denial of service Disable the communication

with brakes [44, 45]

Source: [5]

4. Designing a secure CPS

The above-mentioned security vulnerabilities increase thoughtful alarms over
the usage of cyber-physical systems (CPS) in safety-critical applications, like smart
home appliances, autonomous vehicles, smart healthcare, industry 4.0. Consequently,
there is a compulsory need to develop security measures that are adaptive to
unanticipated attacks and bearable enough to deal with long-term influence of
environmental changes and technological developments [24].

In short, to design sustainable and secure cyber-physical systems (CPS), the
mentioned research challenges must be resolved:

Inclusion of the security in design constraints: Multiple security measures for
cyber-physical systems are being put forward so far, but security is not contained
within the design constraint in cyber-physical systems design cycle. Consequently, it
is domineering to integrate security constrictions into traditional design constraints.

Resource-efficient adaptive design: The complex interaction and integration of
physical-domain and cyber-domain make cyber-physical systems extremely
vulnerable to unexpected attack surfaces. Furthermore, the restricted resources (in
battery-operated CPS) also limit the runtime security measures. So, it is
domineering to develop such security measures that are adaptive and also
accomplish the energy budget and resources constraints.
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Fig. 4. Security attacks for CPS with respect to several CPS layers and associated challenges for long-
term and sustainable security measures for CPS
Source: [24]

Secure communication: To design a secure cyber-physical system, it is
imperative to guarantee the secure interaction and integration of numerous
heterogeneous cyber-physical devices.

Data confidentiality: Information and control signals are an integral part of
cyber-physical systems. Thus, it is imperative to ensure the protected communication
and storage of the information and control signals.

5. Conclusion

The paper focused on smart cities, how they have developed in recent years,
estimates in this area and how it will develop in the future. Most smart cities are
made with the help of ICT, without whose help one could not develop, implement
and promote. For the related work part, the security of the CPS was taken, a
conventional security framework; described security attacks and how they differ
from traditional cyber attacks. Also for the related work part, there was talk about
designing such a secure CPS.
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